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ABSTRACT

Artificial Intelligence is providing convenience in various fields using big data and deep learning technologies. However,
deep learning technology is highly vulnerable to adversarial examples, which can cause misclassification of classification
models. This study proposes a method to detect and purification various adversarial attacks using StarGAN. The proposed
method trains a StarGAN model with added Categorical Entropy loss using adversarial examples generated by various attack
methods to enable the Discriminator to detect adversarial examples and the Generator to purification them. Experimental
results using the CIFAR-10 dataset showed an average detection performance of approximately 68.77%, an average
purification performance of approximately 72.20%, and an average defense performance of approximately 93.11% derived
from restoration and detection performance.
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Fig. 1. Architecture of StarGAN-based Detection and Purification Model
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Table 1. Model Evaluation of Proposed Method Trained with Original, FGSM, DeepFool, PGD, and
CWL2
StarGAN(Train data = Original, FGSM, PGD, CWL2, DeepFool)
fmput A, = 10, A, = 10, A =5,
Ape = 2 Ae = 8 Ape = 2
DR PR Total DR PR Total DR PR Total
Original | 66.91% | 85.70% | 95.27% | 24.47% | 70.31% | 77.58% | 16.81% | 86.57% | 88.83%
BIM 66.33% | 70.22% | 89.97% | 86.35% | 67.46% | 95.56% | 87.93% | 69.37% | 96.30%
CWL2 33.63% | 80.74% | 87.22% | 76.22% | 66.13% | 91.95% | 80.54% | 81.38% | 96.38%
DeepFool | 36.69% | 80.13% | 87.42% | 78.25% | 65.34% | 92.46% | 81.70% | 80.78% | 96.48%
FGSM 82.69% | 64.95% | 93.93% | 87.88% | 66.86% | 95.98% | 88.76% | 65.06% | 96.07%
MIM 82.61% | 60.94% | 93.21% | 87.88% | 66.37% | 95.92% | 88.74% | 59.64% | 95.46%
PGD 66.39% | 70.08% | 89.94% | 86.38% | 67.22% | 95.54% | 87.96% | 69.34% | 96.31%
Table 2. Model Evaluation of Proposed Method Trained with Original, DeepFool, PGD
StarGAN(Train data = Original, PGD, DeepFool)
Input Aee = 10, Aee i 10, Mee =9
)\r‘CP 2 )\FCP, - 8 )\rce 2
DR PR Total DR PR Total DR PR Total
Original | 63.16% | 87.37% | 95.35% | 72.14% | 63.01% | 89.69% | 50.80% | 85.76% | 92.99%
BIM 82.49% | 65.61% | 93.98% | 64.41% | 60.92% | 86.09% | 82.65% | 66.93% | 94.26%
CWL2 39.28% | 83.08% | 89.73% | 30.85% | 59.06% | 71.69% | 47.16% | 80.66% | 89.78%
DeepFool | 42.20% | 82.38% | 89.82% | 32.13% | 58.37% | 71.75% | 48.90% | 79.60% | 89.58%
FGSM 85.95% | 63.60% | 94.89% | 81.35% | 60.81% | 92.69% | 86.68% | 64.14% | 95.22%
MIM 85.88% | 57.73% | 94.03% | 81.03% | 60.48% | 92.50% | 86.56% | 58.84% | 94.47%
PGD 82.41% | 65.63% | 93.95% | 64.33% | 60.85% | 86.04% | 82.74% | 67.13% | 94.33%
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Fig. 2. Example of Adversarial Example

Table 3. Evaluation of Proposed Method for Adversarial Example

Deep
Fool
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L
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~
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StarGAN(Train data = Original PGD, DeepFool)

Input Aee = 10,4, = HGD
DR PR Total Total

Original 63.16% 87.37% 95.35% 87.30%
BIM 82.49% 65.61% 93.98% 78.43%
CWL2 39.28% 83.08% 89.73% 84.04%
DeepFool 42.20% 82.38% 89.82% 82.15%
FGSM 85.95% 63.60% 94.89% 69.96%
MIM 85.88% 57.73% 94.03% 69.60%
PGD 82.41% 65.63% 93.95% 78.54%




456 Ao F4S Wolslr] 913 StarGAN 7]wke] whx] 4 A3} ol

& dolEE  Algslgornz  Table 3.914
100%-DRal <k 37%°1™, 293lds 44 A3
zdlolA A7 BZ F 95.35% HZ] W] A
10

4.4 71E o799 d5 Hln

depvle 28-S F9 e vaE s o, g
%dlo]e)7} Original, PGD, DeepFoole]x 3}e}
w7} )\cls% 1.0, A .= 10.0 A\, = 209 =
do] =& 55 Hth Table 3.2 7]& oA+l
HGDs} éo S nle Folrh, BE 3] dlo|ee]
sl wol Aol Helwar 53] FGSM=F MIMell
1:}]6} H]—o—] k]bo] O_'k 24% __7}_2‘;} 74_9_ 1031:]— 1
HE olof BIM¥ PGDel g #e] A5z oF
15%4% solwtrt. & dlolele] gt whef /‘é
< oF 8%AH% =3, DeepFoold CWL2 ]
o] A5 47 7.67%, 5.69% =t} Ze oY
dlofelell theh 3 whe] Ao Aol oF 14.53%
olc}.

o ol 4

BoEpe Aud dAE el d@

A FR7F o=l 7] AR shue] GAN®E A
43t FAE ©A 2 APl rheslEE sl
AfelAe 34 THE S 7R 24 A
3kl StarGANS g3 43, 27121 wje] Hof
Asel o =2 A3E B} pARE & o]n]A|
of g A& 4 FTHE AR s |
o e HEE i"l BIM, FGSM, PGD,
MIM &4l gt AHshee o =& 2345 2ok
w3k A3 AAe HGDZF dAdes 2E
StarGANEZ el vl3) o £ 452 Hole
7} gich

A Ao '] 9 Aslelx, BIMZ PGD
= FGSME o=l whEst Ao FAFe]7]e
StarGANEdo] FGSME} &2 Fo] Y A3E
2lar, o] &9 #A&H AHsEE Akl AHE
®3ith. DeepFooldt CWL2E & ©f 7|4 A4

o

A g7o)7lel wl5a WA} 4ohes walw, o
T4 el w3l de PAEE BGAT Fe

=
]

43S Bt

o stebrle s Aol o, i delE
A&o] oAl e AFE nylrh ol A
Istsh 7hst olulzl g ek st st 3
THE ERshe 27HA ‘?% s
ot Elelel s 27Hi v 7 ot &
T e gk iR elelo] Az o] A
TEE FHIEE GANS A4S AAA
Ao} ptE TH} WH Chaal

I

)
S I
it
nx‘l L

MeoEg o o o2

B =M she] GANSR tlekst mw|gle
2 ol Wig ¥ o] 7hedk StarGAN =
o] Categorical Cross Entropy lossS 37}3}e]
cheFgt AiA FAE weld = ol WS Alkst
ek Al WS kg A3 s AdA
A el W ol &S vl Boks uf, 4
7 Adld A4S e StarGANZ® xr) F
9 B FFk AL 24 AdA AL S
g StarGAN®H ] W] Ao o #A vehte
A= E"ﬂr/} gk 7129 Ast wdel HGDS
vkl S W, el A Zﬂ"&?ﬂ Hjo] A A oA

SR g2 nelr.
¥F 9et O AT 2a FH] A9
FGS

Folx, L7 AiA F4<l DeepFoolzt CWL2
o dlgt ®A] A5S Eolv ATE 2P oo}

References

(1) G. Ryu and D. Choi, “A Research-

Artificial
SecurityAttacks and
Countermeasures,” Review of KIISC,
30(5), pp. 93-99, Oct. 2020.

(2) SZE, Efficient
processing of deep neural networks: A

Trends in Intelligence

Vivienne, et al.

tutorial and survey. Proceedings of
the IEEE, 2017.

(3] Goodfellow, Ian, et al.
adversarial networks.” Communications
of the ACM 63.11 (2020): pp. 139-144.

"Generative



AR R 53|52 (2023, 6) 457

(12)

Fangzhou, et al. ’“Defense
attacks using
high-level representation guided
denoiser.” Proceedings of the IEEE
conference on computer vision and
pattern recognition. 2018.
Akhtar, Naveed, and Ajmal
"Threat of adversarial attacks on deep
learning in computer vision: A
survey.” leee Access 6 (2018): pp.
14410-14430.

Goodfellow, Ian J., Jonathon Shlens,
and Christian Szegedy.
and harnessing adversarial examples.”
arXiv preprint arXiv:1412.6572 (2014).
Kurakin, Alexey, Ian J. Goodfellow,
Samy  Bengio.
examples in the physical
Artificial intelligence safety and
security. Chapman and Hall/CRC,
2018. pp. 99-112.
Madry, Aleksander,
deep learning models
adversarial attacks.” arXiv preprint
arXiv:1706.06083 (2017).

Carlini, Nicholas, and David Wagner.
"Towards evaluating the robustness of

Liao,

against adversarial

Mian.

"Explaining

and "Adversarial

world.”

et al. "Towards

resistant to

neural networks.” 2017 leee
symposium on security and privacy
(sp). Ieee, 2017.

Seyed-Mohsen,
and

Moosavi-Dezfooli,

Alhussein Fawzi, Pascal

Frossard. “Deepfool: a simple and
accurate method to fool deep neural
Proceedings of the IEEE

conference on computer vision and

networks.”

pattern recognition. 2016.

Dong, Yinpeng., et al. “Boosting
adversarial attacks with momentum.”
Proceedings of the IEEE conference
on computer vision and pattern
recognition. 2018.

Meng,

"Magnet: a

Chen.
defense

Dongyu, and Hao

two-pronged

against adversarial examples.”
Proceedings of the 2017 ACM SIGSAC
conference on computer and
communications security. 2017.

Scott, et al.
Adversarial
through robust feature
2020 IEEE International Conference

on Big Data (Big Data). IEEE, 2020.

Freitas, "Unmask:

detection and defense

alignment.”

Samangouei, Pouya, Maya Kabkab,
and Rama Chellappa. “Defense-gan:
Protecting classifiers against

adversarial attacks using generative
models.” arXiv preprint
arXiv:1805.06605 (2018).

Choi, Yunjey. et al. "Stargan: Unified
generative adversarial
multi-domain image-to-image
translation.” Proceedings of the IEEE
conference on computer vision and
pattern recognition. 2018.

Olaf, Philipp Fischer,
Thomas "U-net:

Convolutional networks for biomedical

networks for

Ronneberger,
and Brox.
image segmentation.” Medical Image
Computing and Computer-Assisted
Intervention - MICCAI 2015: 18th
International  Conference,  Munich,
Germany, October 5-9, 2015,
Proceedings, Part III 18. Springer
International Publishing, 2015.

Ryu, Gwonsang, and Daeseon Choi.
"Feature-based

adversarial training

for deep learning models resistant to

transferable adversarial examples.”
IEICE TRANSACTIONS on
Information and  Systems 105.5

(2022): pp. 1039-1049.
Ryu, Gwonsang, and Daeseon Choi.
A hybrid adversarial training for
deep learning model and denoising
resistant to adversarial
examples.” Applied

(2022): pp. 1-14.

network
Intelligence



458 Ael4 FAL Polsr] 913 StarGAN 71wke] 94 u A3} o1

(19) Zhang,

learning. PMLR, 2019.

Hongyang, et al. (21) Ma, Shiging, et al. "Nic: Detecting
"Theoretically  principled  trade-off adversarial samples with neural
between robustness and accuracy.” network invariant checking.” 26th
International conference on machine Annual Network And Distributed
System Security Symposium (NDSS

(20) Xu, Weilin, David Evans, and Yanjun 2019). Internet Soc, 2019.
Qi. "Feature squeezing: Detecting (22) Ye, Dengpan, et al. “Detection

adversarial examples in deep neural
networks.” arXiv preprint
arXiv:1704.01155 (2017).

defense against adversarial attacks
with saliency map.” International
Journal of Intelligent Systems 37.12

(2022): pp. 10193-10210.

(M X270 )

A Z (Sungjune Park) A3
9 3¢~ AN Az EYoFE sttty
Fopy oFA5 Hek AA Al

7 4 A (Gwonsang Ryu) AH3¢

20164 29 FFoigtn 43t st

20184 29 FFdistal st Aat

20184 39~20204 8Y: FFuisha §astat Al
20204 99~20224 29 AW FAaZ E e ey} uka}
20224 39 ~&Al: SAd St Alo|w Bkl Al ol
(Aol A%, o|dANEA, AFA S Bt

# o) A (Daeseon Choi) £A4134

19954 290 Soieka AFEgek} S
19974 290 wahgaeiea AFEgek} A
20094 19: @=}abr) 49 Aakats) uha)
19974 19¥~19994 649 A RI|& A

19991 794~20154 84 g=AlzEAlAd T <dF

2015\ 99 ~20201d 84: FFeistal B W} Fap

20201 9 ~&A: FASL Lz Egojshy-

2016~ HJHH 533 o]}

(FHleb) AT Hel, Q% JHAAERS o) AEA], SEAHEE, wAalzd



